DRAFT  (revised of 3/15/05)
CCHE CIO Security Forum

Date:  March 22, 2005

Time:  9:00 to 12:15 and 12:15 to 4:00, with a 1 hour break for lunch.  You’re on your own for lunch.  Lunch not provided.
Location:  Colorado School of Mines, Golden CO.  Maps are attached.  The location of the meeting is the CTLM building (circled in red), room 102 (circled in green).  Parking should be in the lot immediately in front of the building (also outlined in red) - park in the student/visitor (green striped) area of the lot.  Parking passes will be available at the front desk of the CTLM (circled in blue).  

Purpose and Audience:  This forum is a follow-up from the previous CCHE-CIO forums on security.  The purpose is to share good security practices and update each other on significant initiatives since the last forum.  The audience includes IT management, technical security administrators, network engineers, and system administrators with significant responsibility for protecting the institutions systems and data.

AGENDA
· National perspectives on security in higher education.  (9:00 to 10:30)

Ken Klingenstein will address technical security topics from a national perspective and in more depth from his previous presentation.  What are some key trends in higher education technical security practices and technologies that we should be tracking, and what are the implications for our institutions and our security programs?  

BREAK
· Firewalling and IPS (10:45 to 11:30)
What’s the latest in the ways we are using different kinds of firewalls.  What is working well. What’s emerging?  (Scott Baily, CSU; Phil Romig, School of Mines, Chad Burnham, University of Denver)
· What are you doing about?  A short update from all institutions.  (11:30-12:00)
· Patch management

· Password policies and enforcement

· Attacks

LUNCH (12:00 – 1:15, on your own)

· Protecting Banner applications – institutional experiences. (1:15 to 2:00)

Roundtable presentation/discussion by State Colleges on their experiences with good security practices related to protecting the Banner systems and data.

· Web applications and best practices for secure web apps.  (2:00 to 3:00)  

Presentation by Ensphereics – a hacker’s view of vulnerabilities in web applications. 
BREAK

· Web Mining.  What has Google done to you?  (3:15 to 4:00)

Sensitive web content in the Internet search engines.  How to detect and how to avoid.   Jim Dillon, University of Colorado.

